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The "Media ownership transparency" problem has been mostly addressed to assure higher standards for 

economic/business transparency of media entities. Yet, there are new foci that arise from a rapidly changing 

digital communications arena, information disruptions, and persisting uncertainties in the geo-political context 

in Europe, such as Russian aggression in Ukraine. Therefore, several new issues linked to 

information/communication disruptions 121 must be addressed and possibly, also resolved in the context of 

media/communications ownership transparency, as well as other issues128• Knowing which physical persons 

and entities are active players and own and control the production and distribution of information, and what 

potential spheres of influence might arise from these varying forms of ownership has always been listed as an 

issue of heightened significance. 

Lithuania's results in international media literacy and civic resilience monitoring initiatives have remained 

unchanged for several years. In most recent studies, the MPM2021/2022 data reveals medium risks to media 

literacy (42%}. On the one hand, this is a relatively good result, because it seems to ensure the status quo- media 

education programs are implemented, different vulnerable groups identified and reached with MIL trainings, 

and effects obtained do not dramatically distort the overall situation in the country. 

All in all, there are alarming developments that call for decisive policy steps in making digital media literacy 

competencies and digital skills of citizens a heightened priority: the increased acceleration and amplification of 

digital disinformation; audiences' increased preferences for social networks as their first news channel and 

source of news; their reluctance to verify digital news; and the ongoing restructurings of the news media 

systems. 

The European Commission's guidance clearly stresses that profusion of disinformation, false information, and 

manipulations is a major challenge disrupting informed opinion formation process, which is at the core of will 

formation and democratic citizenship in Europe. EC is committed to a more transparent, safe, and trustworthy 

on line environment. 

In the past few years, the EC initiated several policies that address information disruptions. In June 2022, major 

platforms and advertisers, fact-checkers, research centres, and civil society groups delivered a Strengthened 

Code of Practice on Disinformation, which enlists commitments to demonetize the dissemination of 

disinformation 129, guaranteeing transparency of political advertising, enhancing cooperation with 

127 Media ownership transparency must be explored in line with heightened efforts to assure digital resilience. For that, more 
systematic 'forms of knowing' of who (persons, groups, businesses) is behind the digital information infrastructures and media 
networks must be developed. 

128 Some relevant questions: What has significantly changed in communications arena/infrastructures in Europe, and what problems 
are arising because of these digital transformations that require to address the issue of media ownership transparency with a new 
attitude? Who are the owners (private and legal persons, groups, secondary businesses), and what are their potential networks of 
(political, economic, cultural) influence across different countries and regions in Europe? How widespread is the problem of media 
ownership 'transparency' in Europe: what types of data are missing, what is the 'relevance' ofthe missing data, and how the gaps in 
the current systems of data collection must be corrected? What are variations in regulation and legal safeguards to protect/restrict 
media ownership in different legal/political/cultural contexts and traditions? 

127 https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation. 
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fact-checkers, and facilitating researchers' access to data. These actions form a co-regulatory framework of 

obligations and accountability of on line platforms in line with the Digital Services Act. 

The European Democracy Action Plan cites strengthening media freedom and countering disinformation 

among its main strands. To counter disinformation, the EC is seeking to improve the EU's existing toolbox. This 

was also cited in the "Tackling online disinformation - A European approach", the Action Plan against 

Disinformation. 

The newest European Union policies focused on information disruptions and media responses, such as 

European Media Freedom Act130(EMFA), signal important forthcoming changes to increase media pluralism and 

secure conditions for media democratic functioning. Included are advancements in supporting professional 

journalism and public service media operations, thus, addressing the ideal of common good. EMFA, for 

example, also stresses the significance of communication monitoring and institutions to observe pluralism 

developments in the media sphere. 

Altogether, these are very good transnational guiding strategies. But again, as revealed by DIGIRES, national 

media flaws131, such as growing media concentration, lack of media ownership transparency, lack of 

transparency in state/public financing and others linked with the economic side of national media operations, 

are left to national states to regulate. 

Ideologies and values embedded in policies and co-governance remain core determinants to ensure 

information and media functioning for the public good. And we still know too little about how this works or 

doesn't work in practice. 

130 https://ec.europa.eu/commission/presscorner/detail/en/ip 22 5504. 

131 Balcytiene, A, Juraite, K. (2022). Baltic Democracies: Re-configuring Media Environments and Civic Agency, Journal of Baltic Studies. 
Doi: 10.1080/01629778.2022.2117833. 
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8. Further areas of inquiry for DIGIRES 
There are certainly similar and distinctive patterns in the disinformation activities in the Baltic region. 

For example, the spectrum of disinformation narratives responds to and feeds on negative attitudes of the 

counter publics, and, as it is natural for disinformation, leads to negative social effects, including mistrust, 

skepticism, group polarization, or else. The narratives are either known and familiar to the researchers, as 

noted earlier, or easily forecasted and predictable on specific themes or occurrences like war against Ukraine, 

Ukrainian refugees, or energy security/economic stability, for example. 

However, forecasting is not always the same as forestalling, and there are certain gaps that should be 

addressed. For example, how will disinformation towards different demographic target groups adapt as the 

agenda on controversies in certain spheres develops - e.g., when middle-class progressive pro-European 

youth faces new utility bills? Or how should national and European identities relate when conflicting issues 

are raised? 

In comprehending possible gaps and long-term planning to address them, the role of social and digital 

resilience as the protection mechanism - a kind of immunity - becomes more important, and valuable for 

constructing the allied policy of disinformation pre-bunking and debunking. 

Based on this review, several arenas are identified for further research in the field of social and digital 

resilience to information disruptions, focusing on the needs in a small state. 

What needs to be done, by whom, and, if possible, how - expert observations 

Based on the broad scope of analysis and informed opinions and views expressed by our disinformation 

analysts, information wars' specialists, media professionals, and media literacy experts, DIGERES concludes 

that Lithuanian society, its democratic institutional structures - legal frameworks, rule of law, civic 

resourcefulness, national security and defense - public awareness and determination to withstand and resist 

crises, reveals resilience to information disruptions and such an outcome is due to several developments. 

DIGERES lists several issues that contribute to social and digital resilience in Lithuania. Concurrently, some 

obvious areas (such as lack of focus and coordination in policy making) are identified, which until now had an 

overtly symbolic role in the fight against disinformation. These issues were revealed in this State-of-the-art 

analysis, and they were also mentioned by experts interviewed in DIGIRES panels and discussions. 

First, it is important to start with an assessment of the role of the media. From what was discussed earlier, it is 

obvious that, the role performed by the institutionalized media - journalists, editors, fact-checkers - plays an 

exceptional part in preventing digital information disruptions. Disinformation narratives are extensively 

uncovered by journalists and fact-checkers; hence, broadly speaking, it could be said that professional news 

media create a kind of a safety net that does not miss radical views: 
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or the means of combating disinformation, they are sufficient in Lithuania today. Most Lithuanian 

citizens strongly oppose Russian aggression in Ukraine. The mass media, both television and radio, are 

also very straight and courageous in speaking out against Putin's rule. There are many anti-Russian, 

anti-Kremlin organizations (in the country). Finally, there is a dedicated investment in tracking Russian 

disinformation and attempts to discredit it. People who tend to support Russia find themselves in the 

shadows, so their influence is very small, and there is really no need to take any repression against them 

because it would only make them more popular. Therefore, I would not think that any additional 

measures should be applied in Lithuania today132• 

Despite the undoubtedly significant role, the experts interviewed by us were clearly critical of the media: 

We need more accomplishments from the media because it is what society relies on and reacts to in the 

time of crisis. Now we have a situation where the public's engagement with (media) content is heavily 

'deg_endent on "half-truths", i.e., misleading and clickbait headlines that create misleading claims. It is 

precisely this strategy ("clicbaitism'') that reduces trust in those institutions (media), or leaders who 

"play" such tricks with the public. When such tricks are played on society, then we have problems that 

can affect its resilience. I believe that because of the media's freedom, if the public trusts it (media), we 

have higher public resilience133• 

Still, regardless of historic experience and a certain immunization against manipulative incidents, according 

to our interviewees, disinformation campaigns in Lithuania can also have serious long-term outcomes and 

consequences: 

The most effective propaganda is the one we do not notice. In the same way, we cannot see radiation, 

burit kills the body, and the consequences come out later134• 

We are only now slowly beginning to understand what is happening to us, and, therefore, we are only 

now beginning to talk more about disinformation. In the past, the doses of disinformation we received 

were much lower, and people were more resilient. Something that you encounter infrequently may not 

affect you as much as something in which you "soak" all the time. I would agree that Facebook and other 

algorithmic social networks are destroying democracy: as their users, we sacrifice the ability to see more 

things outside of our field of interest and are bombarded with misinformation135. 

In addition to continuously assaulting the public's perceptions of specific topics like trust in democratic 

institutions, the democratic way of life, memory politics, etc., disinformation also attacks "critical thinking" 

and, more generally, the epistemic structures of knowing. As our respondent said: 

132 Interview with the political scientist. 

133 Interview with the media NGO representative. 

134 Interview with the information wars' specialist. 

135 Interview with the formerfact-checker, currently an editor. 
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Disinformation suppliers cover themselves with the principles of freedom of speech, claiming that it is 

only Qn "opinion': hence, it has the right to exist. But the problem with disinformation is that it goes 

against free speech. Spreading some falsehood, event, or position about something that has not 

happened at all does not contribute to the diversity of opinions. It (misinformation) is understandable 

when people accidentally make a mistake or do not have enough facts to form an opinion about some 

process. People understand such things and their limitations. They can look for more knowledge and 

reconsider their opinion. But disinformation "screams" that what you think is enough, that you do not 

need to delve into other issues - that everything is just an opinion, and it has an equal "right" to coexist 

with the truth136• 

In the long term, it is worth considering the important role of the academic environment for contributing to 

the path to social and digital resilience. There are several important factors making universities potentially key 

actors: their interdisciplinary experience, covering such scholarly areas as communication and journalism, 

sociology, psychology, philosophy, law, IT, political science; the presence of appropriate technical, linguistic, 

and subject-based knowledge; the ability to stock, process, and analyze large datasets; and extensive 

opportunities in sharing, discussing, and reassessing the knowledge. 

The academy is an actor not bound hand and foot by political obligations and/or the necessity to meet 

popular demands; thus, working behind closed doors, yet in a free intellectual environment it is possible to 

concentrate human capital on developing strategic policies on sensitive issues. Naturally, these studies and 

deliberations should include substantial representation from the Government, civil society, and media, so 

that their outcomes will be applicable. 

Furthermore, in confronting information disruptions, rigorous experimental designs and methods are needed 

to determine how to measure the impact of disinformation on society and on individual groups. As envisaged, 

new types of measuring metrics - for example, new types of qualitative assessments rather than quantitative 

data collections - must be developed. New approaches must be designed to track the long-term impact of 

past disinformation campaigns and their possible delayed consequences on social resilience; to assess 

whether there is a cumulative effect of disinformation on society; why the vulnerable groups are more 

vulnerable (and how to mitigate that vulnerability), and so on. 

Our expert informants also voiced a justified criticism of radical decisions made by politicians: 

In the fight against disinformation, the important thing is not to simply "turn-off'' television programs 

that satisfy the needs of consumers, but to replace these with offers of a different way of life. We need 

greater access to culture, education, and other social and cultural arenas that would help people choose 

an alternative source of information. It is necessary to encourage people to learn languages - French, 

German, Spanish, English, so that they can understand not only Russian programs. No doubt, people 

must have more financial resources or a higher value of a "cultural passport", which would allow them 

to access other ways of spending their leisure time instead of just watching TV at home. Until we create 

136 Interview with the media NGO representative. 
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an alternative to the disinformation channels, we only have an imitation of the fight against 

disinformation. Cultural, social, and educational activities must be financed significantly more (than 

they are financed at present}137. 

Obviously, an adequate political will is of paramount significance when talking about structural (macro) level 

approaches to social and digital resilience. Macro level thinking and policies based on the actual 

data-informed knowledge - not on the political preferences - must be developed. As foreseen, these will be 

more likely to withstand future turbulences. As one expert pointed out: 

We do not have politicians or political parties that would pay much attention to media literacy. Initiatives 

in this area come through the decisions of governmental or non-governmental organizations. It is 

non-governmental organizations that usually try to engage the public in an initiative, and it does not 

receive as much attention and support as it would have been desired. All media literacy initiatives are 

implemented through the Ministry of Culture. Although it would make more sense if they were carried out 

at the initiative of the Ministry of Education and Science138• 

The DIGIRES study, as well as the experts we interviewed, consistently point to overly fragmented media 

literacy activities. Though there are substantial media literacy programs and initiatives carried out by different 

stakeholders (see Figure 2), it is still unknown what kind of aims these are focused on, whether these are 

innovative and respond to the latest scientific achievements in literacies trainings, how much is invested in 

such activities and how the effect is measured. 

It is obvious that an active approach to digital media literacy is needed: 

laity to propaganda and disinformation needs to be (actively) developed and cultivated. Media 

1iteracy is a very important matter. But if people do not fact-check, it means they do not think it is 

,me_ortant. It (media literacy) is about teaching people first that it is important and why it is important 

( ... )A person must understand for himself/herself that his/her health, for example, and perhaps even 

his/her life, the quality of his/her life, the decisions he/she makes, and other things may depend on it139. 

Additionally, policy elaborations addressing development of resilience should be focused and provide 

specific tools for use by different actors. 

Strengthening the social and digital resilience is largely about breaking the principle of "always fighting the 

last war" and preparing society for future challenges. Such an approach is important in the context of Russian 

and Belarusian aggressive moves but should also acknowledging that they are not the only and last threat to 

137 Interview with the Lithuanian journalists' professional union representative. 

138 Interview with the media NGO representative. 

139 Interview with the information wars' specialist. 
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democracy and Europe's way of life. Therefore, it is important to emphasize once again that socio-economic 

inequalities are an important factor that can harm democracy from within and should therefore be address as 

part of resiliency building. As our respondent pointed out: 

Well, I would say that one of the main things that could help to build resilience is not just trying to spread 

the w0rd about being resilient, but there are other social and economic issues that must be considered. 

These are social policy issues that should help solve people's "bread" problems first and offer "games" 

later. When I am interviewed as an expert on disinformation issues, I emphasize that simply providing 

people with knowledge about disinformation is not enough. It is necessary to approach the problem 

more broadly because resentment has arisen on some basis. Dissatisfaction, the desire to find fault has 

arisen because of insufficient social policies. First, when taking any measures to solve this problem, it is 

necessary to think both about social policy and about strengthening people's communicative 

competences and media awareness140. 

To conclude, for developing policy and coordinate its implementation, in the experience of the three Baltic 

countries of the Baltic region is very important. These countries have a similar historical context, as well as a 

diverse experience in implementing cyber security, media policies, and different target audiences of 

disinformation within the country. The involvement of partners within the framework of NATO-EU, as well as 

Ukraine, is valuable from the point of view of Europe's common future and identity. 

140 Interview with the media NGO representative. 
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9. DIGIRES outcome - multisectoral integration and 
multistakeholder partnerships as agents of change 

Disinformation poses huge challenges to democratic sustainability and creates large-scale consequences. Its 

effects cannot be ignored and should not simply be reduced to technologically driven abundance and 

acceleration of fake news' dissemination. As revealed in this report, there is a growing emphasis on having 

focused and contextualized understanding of socio-cultural mechanisms - linguistic, attitudinal, 

identity/history focused -through which disinformation and fake narratives operate. 

In this State-of-the-art report, such a need is listed as a call to action for an integrated multistakeholder 

agenda that would enforce a joint vision of a multisectoral and multistakeholder partnership and 

cooperation. 

To reiterate, a socio-cultural and constructivist perspective to social and democratic resilience 

allows building a connective link between increasing flows of digital disinformation and the 

publics' relentlessness to being deceived. For that purpose, the role of institutions and their 

actual importance and actions in combating deceptive content must be articulated; also, the 

publics' perceptions leading to the adoption of beliefs must be explored and assessed: 

Viewed from such a multi-focused perspective, DIGIRES accepts that disinformation is a complex and 
multi-layered phenomenon, whose comprehension requires a contextually focused, deeply engaged, and 
critical awareness-supported analysis backed with varied sources of expertise. 

ti DIG IRES is an ambitious pilot project that in just one year has evolved into an active player and promoter of 
digital resilience ideas in Lithuania, the Baltic Sea region and throughout Europe. 

During its first year of existence, DIGIRES has organized trainings for more than 70 representatives and 

specialists, including regional journalists, librarians, health specialists, more than 150 communications 

students and 550 high school students; participated in public events, expert panels, and discussions that 

were widely broadcast by the news media and social networks; presented research results at national and 

international conferences and events; and established solid partnerships with stakeholders in Lithuania and 

abroad. 

As a multistakeholder network and association, DIG IRES sees its role as applying scientific knowledge and 

141 Some of the most popular DIG IRES panel sessions: "Diskusijlj festivalis ,,BOtent!". DIGIRES-kas atsakingas uz mOSLJ skaitmenini atsparum,f" (2022 
September 2) 
https://www.delfi. It/vi deo/tra nsli aci jos/a nonsa i /d iskusij u-festiva I is-butent-d i gi res-kas-atsa ki ngas-uz-m usu-ska itmen in i-atspa ru ma .d?id=9 l 129857 ; "UN ESCO 
Week: Diskusija ,,Kas atsakingas uz mOSLJ skaitmenini atsparumij?" (2022 September 19) 
https://www.delfi. It/vi deo/tra nsli acijos/a nonsa i /d iskusija-kas-atsa ki ngas-uz-m usu-ska itmen in i-atspa ru ma d?id=91266249; "DIG I RES: zi nome, ka i p vei kia 
dezinformacija. 0 kas toliau?" (2022 December 6} 
https://www.delfi.lt/video/transliacijos/anonsai/digires-zinome-kaip-veikia-dezinformacija-o-kas-toliau.d?id=9l94926l. 
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innovations in media work and digital resilience trainings for different groups of people. The DIGIRES 

consortium closely surveys the latest policy steps in European politics, especially those related to the efforts 

to provide safeguards to media pluralism and freedom, to promote the creation of a safe digital environment 

for users and supporting everything that is linked to platform accountability. As argued in the sections 

above, in recent years, very important decisions have been made in European policy in the field of 

combating disinformation. Consequently, for the future, DIG IRES sees its role in clarifying what frameworks 

are created by the EU legal acts for national steps in the fight against disinformation. 

*** 
In conclusion, DIGIRES proposes to regard the current phase of risks in the digital environment as an 

eye-opening instance. 

At the core of this vision is the notion that national resilience and digital media and information literacy 

competencies must not be seen only as attributes of soft power, i.e., as if these were only "recommendatory 

guidelines" for individual learning instructions by some enthusiasts or initiatives proclaimed by some NGOs. 

Briefly, it looks like a strategy of the whole-of-society is listed in programs. What is required is a 

comprehensive approach that focuses on informed and educated citizenship: political will is required to put 

forward strategies that are much more strategically focused on decisive inclusion and not only on 

recommendatory engagement. 

It is necessary to turn digital (media and information) literacy, as well as source verification acts and 

fact-checking, into competences of hard power - so that knowledge and practical doings become a 

sustainable, democratic resilience-oriented, and mutually empowering force that provides a decisive 

response to manipulations and attacks on human rights and democracy. A force that grows "from below" -

from actions of citizens' of all age groups, expertise, professions, and social standings. A force for which 

space for development is created by structures and institutions "from above" - those of government, IT, 

media, education, and cultural services. 

DIG IRES suggests that a political and social contract is required to make such a shift a reality of the digital 

future in Lithuania. 

The question is who the actor will be who will make the first move. 
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